Patient Safety Evaluation System

POLICY AND PROCEDURE
	Title: Patient Safety Evaluation System
	Organize
	Effective Date:
	

	Responsibility:
	



	PURPOSE: To provide a process through which the PSO and healthcare providers can conduct patient safety activities - which are efforts to improve the quality of health care delivery and engage in quality improvement activities - in a privileged and confidential environment without fear of litigation, professional sanctions, or injury to professional reputation. Providers’ PSES is a learning system and includes all providers that are affiliated with Provider including Provider’s corporate offices. References throughout this policy to Healthcare Provider shall include all affiliated entities.  The PSES exists anywhere Healthcare provider conducts patient safety activities. The PSES includes anywhere within the legal entity that the provides uses PSWP for any purpose. Provider is a member of CHPSO, a PSO listed with AHRQ.

	

	SCOPE: All healthcare provider entities

	

	AUTHORIZED PERSONNEL: Healthcare Provider Authorized Workforce

	

	Healthcare providers’ policies and procedures are proprietary and confidential. Healthcare provider requests that each recipient of a copy of the policies and procedures do not copy, reproduce, or distribute it to others, in whole or part, at any time, without the express prior written consent of and keep confidential all information contained herein that is not already publicly known.


	Description
	Responsible Person

	1.0 POLICY:
1.1 As a member of CHPSO, Healthcare Provider is eligible to collect, develop patient safety and quality information that is intended to be reported/disclosed to the PSO or that is analysis developed by the provider in the PSES or developed by the PSO and provided to Healthcare Provider under the statutory privilege and confidentiality protections of the Patient Safety Act. Recommendations for best practices and clinical protocols derived from PSWP will be disseminated by Healthcare Provider to minimize patient risk and improve the quality of care.

2.0 RESPONSIBILITY:

2.1 Healthcare Provider is responsible for operating the PSES. Healthcare Provider is responsible for ensuring the adequate documentation and analytic activities (including those related to receiving and potentially adopting feedback from PSO) related to the operation of the PSES.

3.0 OPERATION OF THE HEALTHCARE PROVIDER PATIENT SAFETY EVALUATION SYSTEM:

3.1 For the purposes of this Policy, capitalized terms are defined as set forth in Appendix 1 to this Policy.

3.1.1 PSO Contract: Healthcare Provider has contracted with CHPSO, a federally listed and certified PSO.
3.1.2 Physical Space: The physical space of the Healthcare Provider PSES is the physical workspace, permanent and/or temporary, of the Healthcare Provider workforce, which is used for the collection, management, discussion, or analysis of information for reporting to the PSO or for receiving information provided by the PSO. The physical space also includes all committees (quality committee, M&M, leadership) and service lines where PSWP may be discussed or considered as in 3.1.9.
3.1.3 Electronic Space: The PSES is the electronic incident reporting system, email system, and SharePoint maintained by Healthcare Provider. 
3.1.4 Healthcare Provider Authorized Workforce: Workforce with a business or medical need to access PSWP are authorized to do so. For example, risk management, quality, safety and medical staff and quality improvement and peer review committees are Workforce that have access to PSWP. Each person granted access to PSWP in the PSES shall only be granted access for the limited purpose of carrying out their specific duties or tasks consistent with this Policy. A list of positions that need access to identifiable PSWP is at Appendix 2.
3.1.5 Data, Reports or Other Information Entry into the PSES: Data, reports and other information shall enter the PSES via electronic pathways developed or maintained by Healthcare Provider or the PSO, such as, for example, Healthcare Provider’s electronic incident reporting system. Data, reports or other information can include, but is not limited to, reports of an incident, near miss or close call, unsafe condition, excellent practices, or digital recordings collected for reporting to the PSO.   
3.1.6 Reporting Pathway to PSWP: Data, Reports and Other Information is documented as reported into the PSES by the electronic system, or by workforce, and becomes PSWP once entered into the electronic incident reporting system. The electronic reporting system, in turn, will mark all data entered into the system clearly as PSWP. PSWP is considered “collected” when the information is entered into the incident reporting system and the date is electronically documented. Submission of PSWP into the PSES is performed for the purpose of reporting PSWP to the PSO.
3.1.7 Physical Delivery of PSWP into the PSES: Although Healthcare Provider’s PSES is designed to collect data primarily in electronic form, this Policy anticipates that there could be instances where PSWP is collected in paper format and reported to the PSO via email or other modes of transfer. 

3.1.8 “Dropping-Out” Data from PSES: Healthcare Provider understands that information reported into the PSES may need to be disclosed outside of the PSES (such as information to be reported to the state) prior to transfer to the PSO. In such instances, the disclosure of such information and the removal of the PSWP markings on such documents will serve as documentation that the document has been removed from the PSES. Information that is removed from the PSES is no longer PSWP. The removal of the PSWP privilege from information dropped-out does not preclude Healthcare Provider from retaining the same or similar information within the PSES for purposes of reporting such information to the PSO, which is PSWP, consistent with this Policy. In such instances, the information that remains in the PSES and is reported to the PSO retains the PSWP privilege and must be treated as such. Put another way, the disclosure of one copy of PSWP for a lawful purpose outside of the PSES does not preclude Healthcare Provider from retaining the same information inside the PSES thereby retaining the privileged nature of the information that remains within the PSES. Analysis and deliberations cannot be dropped-out of the PSES but can be “used” throughout the legal entity or disclosed through a disclosure permission. Personnel should assume that all information inside the PSES (which is marked accordingly) is PSWP and treat that information accordingly.
3.1.9 Deliberations and Analysis Pathway to PSWP: All analysis, investigations, interviews, RCAs, opinions, simulations, conversations (including safe-tables), and deliberations, including deliberation about what information is PSWP, occur within the PSES and are PSWP (even without reporting). The underlying event does not have to be reported for the analysis to be PSWP.  Patient Safety Activities that occur in the PSES, including but not limited to: (insert all activities, RCA, interviews, investigations, OPPE, analysis of patient complaints, etc..)
3.1.10 Information Collected for Analysis is PSWP: Information collected and lists of such information are PSWP, including lists of medical record data, as it could reveal the analysis or identify the fact of reporting.
3.1.11 Information That Can Identify Analysis is PSWP: Information contained in emails and metadata that can reveal the analysis or identify the fact of reporting to CHPSO is PSWP.
3.1.12 Committee Deliberations Within the PSES: The following committee and other meetings shall be wholly or partly conducted in the PSES: (insert committees: Quality Committee, Safety Committee, Board Meeting, service line meeting, nursing meeting, tumor board, etc.)
3.1.13 PSO Pathway to PSWP: Information collected directly by the PSO is PSWP. Information may be collected by the PSO from EHRs, through investigations, information requests, conversations, PSO Safe Tables and other deliberations. 
3.1.14 Reporting to the PSO: PSWP is reported to the PSO upon electronic transfer on a quarterly basis or other time period determined by Healthcare Provider. The transfer to the PSO is completed when the PSWP is submitted electronically from the PSES. PSWP is reported when the PSO is given access to the information that is collected for the purpose of quality improvement. PSWP is reported if it is physically delivered to the PSO via email or mail delivery. PSWP is reported if it is orally transferred such as through a telephone call, WebEx or in person conversation. 
3.1.15 Disclosure to the PSO: Analysis, best practices derived from analysis, clinical protocols, findings from surveys or other PSWP developed in the PSES or that identifies the analysis of the PSES under the analysis pathway may be disclosed to the PSO using the CHPSO electronic reporting system.
4.0 SECURITY/DISCLOSURE/USES OF PSWP:
4.1 Maintenance of PSWP: Healthcare Provider will mark all written PSWP as “Patient Safety Work Product” “Confidential” or similar statement to ensure such information is protected and secure from impermissible disclosure.  All PSWP is maintained in the PSES.
4.2 Measures to Prevent Unauthorized Removal, Transmission, or Disclosure of PSWP:  Healthcare Provider personnel are prohibited from accessing identifiable PSWP unless specifically authorized.  Healthcare Provider personnel are prohibited from removing identifiable PSWP from the PSES for any purpose unless specifically authorized by the Patient Safety Officer or his/her designee. Anonymized PSWP may be freely disclosed among providers consistent with safety culture and the PSES learning system.
4.3 Continued Protection of Information after Disclosure: PSWP retains its privilege and confidentiality protections after disclosure even in the case of an intentional or inadvertent disclosure.  

4.4 Permitted Disclosure of PSWP: Healthcare Provider may disclose PSWP to third parties who are not healthcare providers in accordance with the provisions of the Patient Safety Act and regulations promulgated thereunder. PSWP disclosure decisions shall be made by the Patient Safety Officer, legal counsel or their designee.
4.5 Permitted Use of PSWP Within the Legal Provider Entity: The Patient Safety Act permits the use of PSWP by Healthcare Provider outside of the PSES but within the legal entity for any purpose; for example, for use in disciplinary actions, Peer Review and Credentialing activities. Healthcare Provider alone retains the authority to determine when and how PSWP may be used by Healthcare Provider. PSWP use decisions will be made by the Patient Safety Officer and provider counsel. Disciplinary action should not be taken against a provider for the fact of reporting.
5.0 EVALUATING PSO FEEDBACK:

5.1 Evaluating Feedback: When the PSO provides feedback and/or recommendations that could assist Healthcare Provider to enhance existing patient safety initiatives or to develop new initiatives for the improvement of patient care. Healthcare Provider will utilize clinical personnel to evaluate such PSO feedback and/or recommendations.  All deliberations concerning such feedback and/or recommendations must take place within the PSES and is, itself, considered to be PSWP under the Patient Safety Act.

5.2 Disseminating Best Practices: Healthcare Provider will disseminate learnings related to its patient safety activities in the interest of improving the delivery of patient care or implementing new initiatives in conformity with these Policies and Procedures.  The best practices are developed in the PSES and are PSWP.
5.3 Process Improvements: Healthcare Provider may evaluate on a periodic basis the success or progress of any patient safety initiatives undertaken by Healthcare Provider as part of the Healthcare Provider PSES. This evaluation process may include safety culture surveys or statistical or other objective analysis in addition to any narrative descriptions of the success of the patient safety initiatives being assessed. The analysis of process improvements occurs in the PSES and is PSWP.
6.0 SECURITY FOR PSWP:
6.1 Security and Confidentiality Training of Healthcare Provider Workforce: Healthcare Provider shall provide periodic training to its workforce regarding the security and confidentiality requirements for PSWP under the Patient Safety Act.

6.2 Periodic Assessments of Security Risks and Controls: Periodically, Healthcare Provider shall evaluate the effectiveness of its security and control systems. Healthcare Provider shall determine what controls are effective and take actions necessary to rectify any deficiencies and reduce or eliminate vulnerabilities.
Appendix 1
Definitions
The foregoing Policy contains certain terms that have defined meanings governed by the Patient Safety Act and implementing regulations. See 42 C.F.R. Those definitions, as set forth below, are incorporated into this Policy.

1. Affiliated Provider means, with respect to a provider, a legally separate provider that is the parent organization of the provider, is under common ownership, management, or control with the provider, or is owned, managed, or controlled by the provider. All Healthcare Provider are Affiliated Providers.
2. Confidentiality Provisions means any requirement or prohibition concerning confidentiality established by the Patient Safety Act and certain provisions of the Patient Safety Act regulations that implement the statutory prohibition on disclosure of identifiable patient safety work product.
3. Deliberations or Analysis: as a means of creating PSWP includes, but is not limited to, all verbal discussions, dialogues, and other forms of communication, electronic or otherwise, as well as documents, reports, studies and other forms of work product relating to identified patient safety activities which are conducted within a healthcare provider’s Patient Safety Evaluation System (PSES). Deliberations and Analysis also includes communications and work product regarding the development of a PSES, and whether such information constitutes PSWP or whether or not to report PSWP to a PSO. Communications and work product which are identified as Analysis or Deliberations automatically become PSWP and need not be reported to a PSO in order to quality as PSWP.
4. Nonidentifiable Patient Safety Work Product means patient safety work product that is not identifiable patient safety work product in accordance with the nonidentification regulations at 42 C.F.R. § 3.212. Patient safety work product is made nonidentifiable: (1) as to a provider or reporter -- either by removing specific identifiers or by obtaining expert opinion that the risk of identification is “very small”; or (2) as to a patient -- by “de-identifying” in accordance with the HIPAA Privacy Rule.

5. Patient Safety Activities means the following activities carried out by or on behalf of a PSO or a provider:

a. Efforts to improve patient safety and the quality of health care delivery;

b. The collection and analysis of patient safety work product;

c. The development and dissemination of information with respect to improving patient safety, such as recommendations, protocols, or information regarding best practices;

d. The utilization of patient safety work product for the purposes of encouraging a culture of safety and of providing feedback and assistance to effectively minimize patient risk;

e. The maintenance of procedures to preserve confidentiality with respect to patient safety work product;

f. The provision of appropriate security measures with respect to patient safety work product;

g. The utilization of qualified staff; and

h. Activities related to the operation of a patient safety evaluation system and to the provision of feedback to participants in a patient safety evaluation system.

6. Patient Safety Evaluation System (PSES) means the collection, management, or analysis of information for reporting to or by a PSO.

7. Patient Safety Work Product (PSWP) means any data, reports, records, memoranda, analyses (such as root cause analyses), or written or oral statements (or copies of any of this material)—

a. Which could improve patient safety, health care quality, or health care outcomes; and (A) which are assembled or developed by a provider for reporting to a PSO and are reported to a PSO, which includes information that is documented as within a patient safety evaluation system for reporting to a PSO, and such documentation includes the date the information entered the patient safety evaluation system; or (B) are developed by a PSO for the conduct of patient safety activities; or

b. Which identify or constitute the deliberations or analysis of, or identify the fact of reporting pursuant to, a patient safety evaluation system.

8. Patient safety work product does not include a patient’s medical record, billing and discharge information, or any other original patient or provider information; nor does it include information that is collected, maintained, or developed separately, or exists separately, from a patient safety evaluation system.

9. Permitted Disclosures of patient safety work product (i.e., permitted exceptions to the confidentiality provisions) means disclosures:
a. In certain criminal proceedings after the court makes certain in-camera determinations;

b. To permit equitable relief for reporters;

c. Authorized by all providers identified in identifiable patient safety work product;

d. For patient safety activities:  between a provider and a PSO; to a contractor of a provider or a PSO so long as the contractor may not make further disclosure except to the provider or PSO; among affiliated providers; to another PSO or provider so long as certain identifiers have been removed;

e. Of nonidentifiable patient safety work product voluntarily disclosed;

f. For Federally authorized research;

g. By providers to the FDA and entities required to report to the FDA so long as the recipient may only make further disclosure for evaluating the quality, safety or effectiveness of the product or activity; to another such person or to the disclosing provider;

h. By providers made voluntarily to an accrediting body so long as certain conditions are met;

i. For business operations to professionals so long as they may not make further disclosure except to the entity from which they received the information; and

j. To law enforcement under limited conditions.

10. Privilege (for patient safety work product) means not subject to governmental or administrative subpoena or order; not subject to discovery in any governmental or administrative proceeding; not subject to requests under the Freedom of Information Act or any similar governmental law; not admissible in any governmental or administrative proceeding; and not admissible in any State disciplinary proceeding against a provider. Exceptions to privilege: in certain criminal proceedings after the court makes certain in-camera determinations; to permit equitable relief for reporters; when authorized by all providers identified in identifiable patient safety work product; if nonidentifiable pursuant to the nonidentification standards.
11. Provider means an individual or entity licensed or otherwise authorized to provide health care services. Provider includes the corporate parent of a licensed healthcare entity.
12. Responsible Person means a person, other than a provider or a PSO, who has possession or custody of identifiable patient safety work product and is subject to the confidentiality provisions.

13. Use means the sharing of patient safety work product within Healthcare Provider, such as between risk managers or other workforce members.

14. Workforce means employees, volunteers, trainees, contractors, subcontractors or other persons whose conduct, in the performance of work for a provider, PSO or responsible person, is under the direct control of such provider, PSO or responsible person, whether or not they are paid by the provider, PSO or responsible person.

15. Workforce Safe Harbor means that a provider or responsible person, but not a PSO, is not considered to have violated the confidentiality provisions if a member of its workforce makes disclosure of patient safety work product for quality improvement purposes, so long as it does not assess the actions, failure or act to quality of care of an identifiable provider.
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	Reference:   42 U.S.C. § 299 et seq. 
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